





Cyberfraud losses could
amount to 0.7% ot GDP,

Vijaita Singh

NEW DELHI

Indians are likely to lose
over 1.2 lakh crore over
the next year to cyber-
frauds, shows a projection
made by the Indian Cyber
Crime Coordination
Centre (I14C), which runs
under the Union Home
| Ministry.

A senior government of-
ficial said that according to
the I14C study, mule bank
accounts are one of the sig-
nificant contributors to the
online financial scams that
could potentially siphon
off 0.7% of the country’s
GDP.

“A majority of the de-
frauded money is being ta-
ken out of the country and
most scams have origins in
China or Chinese-linked
entities. There are domes-
tically run scams too,
where money is with-
drawn from ATMs after

jumping through several
accounts,” the official said.
‘According to a presenta-

tion by I14C, seen by The

‘identified

The government has identified
‘scam compounds’ in South

+ East Asian countries.

Hindu, the investigating
agency identifies around
4,000 mule bank accounts
each day.

- The Citizen Financial
Cyber Fraud Reporting
and Management System
of 14C has identified 18
ATM hotspots across the
country from where mo-
ney was fraudulently with-
drawn. Cash withdrawals
have also been reported
from overseas ATMs using

the debit cards of mule ac- _

counts in Dubai, Hong
Kong, Bangkok, and
Russia. ;
- The government has
“scam com-
pounds” in South East

Asian countries such as
Cambodia, Myanmar, and
Laos which resemble call
centres and have emerged
as a hub of investment
scams. Fraudsters — in-
cluding a large number
from India — make calls to
unsuspecting people from
Indian mobile phone num-
bers and dupe people of
their money. The official
said that scam compounds
have been recently identi-
fied in Azerbaijan.

The Home Ministry is
likely to convene a meeting
with the Union Finance Mi-
nistry and the Reserve
Bank of India to develop a
mechanism to rein in mule
accounts.

“The bank officials have
to alert if they see unusual-
ly high-value transactions
in accounts which have
low balances or belong to
salaried people. The de-
frauded money is usually
parked in these accounts
before being taken out of
the country in the form of
cryptocurrency,” the offi-

cial said.
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